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GUEST COMMENT

Do you trust me? – Yes/No/Maybe
Dear readers,

When we talk about IT security – especially for securing industrial systems and 
components against abusers – the term "trust" quickly comes up. Trust in proper 
operation, in the proper processing of sensitive data, in the absence of backdoors 
and trust in external partners. Trust is a central concept. Especially in times of 
political tension and uncertainty, conclusions are therefore quickly drawn to ex-
clude partners, industries, countries or technologies. Is this the right way to go?

Zero Trust avoids trust, i.e. all components or services of a system are initially 
distrusted. This design principle is applied to establish appropriate verification 
techniques. This means the multi-eye principle in development, independent 
tests and certifications, protection of the systems in transit and constant moni-
toring in operation by e.g. SIEM (Security Incident and Event Monitoring) systems 
that detect unauthorised actions through anomalies or predefined use cases. So, 
there are a multitude of mechanisms to solve trust technically and thus to use the 
entire market of hardware and software solutions.

The orchestration of solutions from analysis and requirements definition, 
through development to commissioning and the permanent maintenance of trust 
over the life cycle is a central element. The design and monitoring form a frame-
work around the technical system. For all technical security solutions, it is im-
portant to maintain independence. For technical systems, standardisation is par-
ticularly advantageous. In cooperative collaboration, the focus is on transparency, 
sovereignty and compliance with legal requirements such as data protection. In 
this way, suitable systems, components and partners can be selected, says
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INDUSTRY

CHANGE OF NAME

ECM S.p.A. becomes Progress Rail Signaling S.p.A. 

However, ECM will remain as a product brand for Progress Rail. The entry in the com-
mercial register of Pistoia took place on 18.07.2022. ECM is a manufacturer of signal-
ling components and systems. The company will present the new logo at InnoTrans. 
(wkz/cm)

NETWORK MANAGER

DIAGNOSIS

Remote monitoring of points in Finland

The agreement covers condition monitoring of up to 300 switches. Condition monitor-
ing of railway switches has not been carried out on a similar scale in Finland before. In 
addition to the switches, FleetCare is developing and investigating a similar solution 
for clear track signaling systems. (cm)

TRAIN OPERATORS

ERTMS

„Ervaringsrijden“: ProRail brings theoretical ERTMS knowledge into practice

Application training in practice: when it comes to using ERTMS, the Dutch railway 
company ProRail will soon be training its drivers directly on the object. The infra-
structure for the so-called "Experience Driving", or "Ervaringsrijden" in Dutch, should 
be in place by mid-2023 - which is why the preparations for the first routes on which 
experience driving will soon be possible have been underway since the beginning of 
September. "In railway terms, that's the day after tomorrow," says Gertjan Rheber-
gen, project manager at ProRail, commenting on the sporty project schedule for the 
ERTMS onboarding project, which is to be completed in less than a year. After all, the 
experience runs on the Utrecht-Amsterdam lines and on the Hansel Line ("Hanzelijn") 
between Lelystad and Zwolle will provide an important training module in the future. 
Prior to their first practical experience, the drivers receive theoretical ERTMS training 
from the state railway company Nederlandse Spoorwegen (NS). In accordance with 
ProRail's new training concept, they are to deepen the knowledge imparted during 
this training in practical exercises - which will soon take place under real conditions 
directly in the driver's cab. Among other things, new features will be the indications on 
the display and a series of processes.

Project manager Rhebergen puts one fact in connection with the upcoming ERTMS 
rollout right at the beginning: "It is not about installing the latest version of ERTMS, 
but about updating the software we are currently working with. With the adjustments, 
we ensure that the application processes roughly correspond to the future situation 
when we roll out ERTMS across the entire rail network." The practice runs also serve 
as test tracks. According to Rhebergen, the aim is not only to get drivers used to the 
new communication environment, but to increase system reliability on top of that. "By 
improving the ERTMS configuration, we minimise the probability of a train breaking 
down. A disruption of the timetable is inconvenient for passengers and carriers, and 
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we don't want that," says Rhebergen.

The preparations for the experience runs are complex - that's why good project co-
ordination and the cooperation of everyone involved is so important. Gertjan Rheber-
gen organises the cooperation of ProRail's internal teams with contracting companies 
such as Alstom, Arcadis and Strukton and the Rail Center in Amersfoort, where the 
tests are carried out. The operating companies and NS are also closely involved in the 
project - after all, it will be the drivers of the state-owned railway company who will be 
the first to stand in the ERTMS training driver's stand in practice. As all ERTMS pro-
jects are subject to the EU's technical specifications (TSI CCS), the European Union's 
Railway Agency (ERA) closely monitors any changes ProRail makes to the systems. 
"It takes some time to apply for approval, but it is very good that ERA has its finger on 
the pulse," says Rhebergen.

The Experience Riding project is taking place in several stages and is subject to a 
multi-year plan. Currently, Alstom and the engineering firm Arcadis are preparing the 
necessary adjustments on the selected sections between Urtrecht and Amsterdam 
and on the Hansel Line. In order to disrupt regular travel operations as little as possi-
ble, all work will be carried out at night between 1am and 5am. Completion is on the 
agenda for mid-2023. Keeping to the project schedule will certainly also depend on 
how current challenges, such as staff shortages, develop. "Staff shortages are every-
where and it will be difficult," Rhebergen also sees this problem. However, he remains 
confident: "On the other hand, and I know this from experience with infrastructure 
managers in our neighbouring countries Germany and Belgium, the performance level 
of ProRail is excellent."

Jasper Dekker, who is the programme manager at NS responsible for preparing the 
ERTMS operation, emphasises how important practical experience in dealing with 
ERTMS is for all organisations involved. "For NS, this is now the real start with ERTMS 
on the main rail network," Dekker says. The gathering of practical ERTMS experience 
is happening in a controlled way, he said, with both systems, Automatic Train Control 
ATB (Dutch for Automatische treinbeinvloeding) and ERTMS, working in parallel. "This 
way we can switch if something goes wrong," Dekker explains. According to its own 
information, the state-owned Dutch Railway Company wants to train between 1200 
and 1600 vehicle drivers in the next four years, thus preparing them optimally for their 
first section of track, which they will handle exclusively with ERTMS. "Nevertheless, 
it remains exciting, as always with large crossings. We are practising on two busy 
stretches of track and at the same time we must continue to perform well." After all, no 
one would want travellers and passengers to be inconvenienced by the changeover. 
Dekker concludes, "The cooperation with ProRail is going very well. We are looking 
forward to 2026, when the time has come: driving on the Hanzelijn, completely under 
ERTMS." (baf)

ATO

Paris: metro line 4 fully automated

After a test run without passengers that began in June, the automation of Paris' metro 
line 4 is now complete. Gradually, more driverless trains are now to be used. Siemens 
Mobility was commissioned in 2015 by the mass transit operator RATP to automate 
Line 4. The company equipped the tracks, the technical systems and the 52 auto-
matic trains that will run on Line 4 with digital systems, communication technology 
and CBTC signalling technology (GoA 4), as well as providing the technical equipment 
and software for the Operation Command Center (OCC). This controls the signalling 
system and the traction power supply and serves as an interface to the on-board 
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and trackside systems. Thanks to the digital CBTC signalling technology, RATP will 
be able to increase the capacity of the line in the future; the train headway has been 
reduced from 105 to 85 seconds, allowing more passengers to be carried on the line. 
The continuous transmission of system status data also increases operational effi-
ciency, reduces delays and provides passengers with up-to-date travel information at 
all times. In addition, the automatic system reduces traction energy consumption by 
up to 15 per cent. ̀ We are proud to have worked with RATP and Île-de-France Mobilités 
to equip Line 4 with state-of-the-art signalling and automation technology as part of 
this groundbreaking project, ´ said Michael Peter, CEO of Siemens Mobility. Line 4 is 
the second busiest metro line in Paris: Every day, 700,000 passengers use the line, 
which is more than 14 kilometres long and has 29 stations. The high passenger vol-
ume and the need to keep train service interruptions to a minimum were particularly 
challenging. In addition, the automation of line 4 had to be integrated into the works to 
extend the line to the new southern station of Bagneux - Lucie Aubrac and designed 
for three different types of rolling stock (MP89, MP05 and MP14). (jsh)

TECHNOLOGY

ATO

Thales' seeing train

At Innotrans 2022, Thales will present a system that supports trains in autonomous 
driving - even at the highest levels GoA 3 and GoA 4. The solution is called "Rail Bot 
Eye", for which the French company has combined various technologies.

Among other things, Thales lets the train perceive the environment by means of cam-
eras and sensors mounted on the outside of the train. Software evaluates the col-
lected data. The system works with artificial intelligence - Thales says it uses neural 
networks for this. The computer for analysing the data is also on board the train. In 
addition, Rail Bot Eye uses LiDAR technology, i.e. the three-dimensional recording of 
the environment with laser beams.

Rail Bot Eye thus detects obstacles in the train's clearance gauge at an early stage - 
and far beyond. Depending on the choice of camera and the visibility of the track, the 
system can, for example, check the tracks kilometres in advance, explains Wolfang 
Reza Sharavi, Head of Innovation MLS Germany at Thales. Because all the compo-
nents of the system are on board the train and not on the track, the system can also 
be used very flexibly.

Thales has combined the solution for environmental detection with new methods for 
determining the exact location of the train - an indispensable prerequisite for driver-
less and unmanned train operation. For this solution - called Rail Bot APS - Thales 
also combines different technologies. For example, the GPS and Galileo navigation 
satellite systems are used. In tunnels, their function is bypassed - with the help of an 
Inertial Measurement Unit (IMU), which uses highly precise maps. According to the 
company, the system makes it possible to determine the train's location with centi-
metre precision.

In order to test the new solutions and train the intelligent algorithms, Thales has in-
stalled the systems in the "Lucy" train - the NE 81 railcar serves the company as a 
rolling test laboratory. In the run-up to Innotrans, it will travel in stages to Berlin, where 
it will be shown together with the innovations at the trade fair. During the journey to 
Innotrans, Lucy collects data that is used to improve the systems. (gk)
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CERTIFICATION

TÜV Nord China certifies autonomous metro for the first time

It is an important milestone for the railway technology business of the TÜV Nord 
Group: the company's Chinese foreign subsidiary has tested and certified the com-
plete system of an autonomously running underground for the first time. Line 20 in 
the southeastern metropolis of Shenzen connects Airport North with the Convention 
& Exhibition Centre.

According to TÜV Nord, the inspections covered the subsystems signalling, vehicle, 
platform screen doors, communication, interfaces to other external devices and the 
train protection systems. Taking into account the automation level GoA 4 – the trains 
of line 20 are fully automatic and run without drivers (UTO, unattended train operation) 
– the design of the electronic system was also tested according to SIL 4. The TACS 
train protection system used here comes from the Chinese manufacturer CASCO. It 
enables train protection through permanent communication between the trains and 
the resulting driving conditions for each individual unit on the line. The vehicle itself 
comes from the Chinese Changchun Railway Vehicles Company (CRRC).

A RAMS assessment of the line was also carried out. This assessed the reliability, 
availability, maintainability and safety (RAMS) of the system. A RAMS assessment 
is intended to prevent faults and identify possible hazards as early as the planning 
phase; the effects of a failure on the functionality of the overall system can also be 
assessed. The independent safety assessment ISA (Independent Safety Assessment) 
was carried out on the basis of the European standards EN 50126, EN 50128, EN 50129. 
According to its own information, TÜV Nord is represented by foreign subsidiaries in 
around 50 countries. China is one of the largest, along with India, Brazil and Spain. 
(gk/jsh)

FEASIBILITY STUDY

Notice of funding for H-Bahn in Dortmund

The NRW Ministry of Transport intends to fund the feasibility study for a new auto-
mation system for the further expansion of the H-Bahn in Dortmund with €500,000. A 
corresponding funding notice was recently received. The H-Bahn, a large-cabin over-
head railway, has been operating as a driverless and attendantless fully automated 
transport system since 1984; it has an availability of more than 99 percent.

The funding is to be used to finance a feasibility study that includes both a concept 
for a new automation system and the associated approval concept for the technical 
supervisory authority. In the new automation system, all functions of train protection, 
autonomous driving, interlocking and control are to be integrated in a highly efficient 
way. This is to be developed on the basis of an already existing CBTC system, which 
has so far been used for the control and operation of suburban and underground 
trains. 

In the end, there should also be a new, production-ready vehicle generation that has 
greater capacities and is also improved in terms of operational quality and perfor-
mance. The new vehicle model could then be used not only on the H-Bahn in Dort-
mund, but also on the almost identical Skytrain at Düsseldorf Airport and other na-
tional and international H-Bahns.

A new automation system is an important prerequisite for the possible extension of 
the H-Bahn from the university campus to the U42 light rail line in Barop as well as 
from the Dorstfeld S-Bahn junction through the new “Smart Rhino” urban district to 
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the harbour. There, the settlement of all areas of the Dortmund University of Applied 
Sciences with more than 25000 students and several thousand employees is planned. 
Standardised traffic surveys, also funded by the state, are being prepared for both 
projects, the results of which should be available by the end of the year.

`With our position paper “Dortmund.Mobil 2030” we have outlined concrete projects 
with which we want to sustainably strengthen public transport by 2030,´ emphasises 
Hubert Jung, transport director of the H-Bahn21 parent company DSW21. `The fact 
that we have now been granted the third subsidy for the H-Bahn within one and a half 
years gives us a lot of momentum and shows that we are thinking in the right direc-
tion.́

Since it went into operation 1984, the H-Bahn has covered more than 5 million km and 
transported almost 40 million passengers emission-free with an availability of more 
than 99 per cent. It reaches top speeds of up to 50 km/h. (jsh)
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